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ABSTRACT 



The invention disclosed is a location blocking service for 
use in a wireless network that tracks the location and identity 
of network users, such as networks complying with 
enhanced 911 standards. Tlie service provides a network 
user with the ability to prevent the location of her wireless 
handheld device from being disclosed to parties other than 
the wireless network provider and PSAPs (Public Safety 
Answering Points). The network user blocks the forwarding 
of location information by signaling to the wireless handheld 
device when the location information originates from the 
wireless handheld device, or by signaling to the network 
when the location information originates from the wireless 
handheld device or the network. Primary components of the 
present invention include at least one user interface and at 
least one location block processor provisioned in the wire- 
less handheld device and/or the wireless network. The user 
interface prompts the user of the handheld device to enter the 
commands that the send the signals to the device or network. 

9 Claims, 4 Drawing Sheets 
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LOCATION BLOCKING SERVICE FOR 
WIRELESS NETWORKS 

BACKGROUND 

1. Field of the Invention 

The present invention relates to the field of wireless 
networks, and in particular, to wireless networks that track 
the location and identity of wireless network devices. 

2. Background of the Invention 

Enhanced wireless 911 (E911) services help ensure that 
wireless telephones provide 911 call centers, or Public 
Safety Answering Points (PSAPs), with vital information 
necessary to locate and identify a caller in an emergency. To 
comply with E911 standards promulgated by the Federal 
Communications Commission (FCC), wireless network pro- 
viders will soon be required to track the location and identity 
information of all wireless callers, with the purpose of 
providing such information to emergency personnel when a 
caller dials 911 from a wireless telephone. The FCC*s 
wireless E911 rules require certain Commercial Mobile 
Radio Services (CMRS) carriers to begin transmission of 
enhanced location and identity information in two phases. 
Phase I requires carriers to transmit a caller's telephone 
number and general location to a PSAP. Phase II requires 
carriers to provide more precise location information to the 
PSAP. 

Under the FCC rules, wireless networks and the corre- 
sponding wireless handheld devices, such as cellular 
telephones, will provide both the identity and location of the 
caller to a 911 dispatcher. To provide a caller's identity, the 
wireless handheld device will furnish a mobile identification 
number (MIN), indicating in most instances the telephone 
number of the device. The wireless network and wireless 
handheld devices will provide the location of callers using a 
network-based location system (e.g., triangulation), global 
positioning systems (GPSs) within the handheld devices, or 
a combination of the two systems. 

In emergency situations, quickly communicating this 
location and identity information is an invaluable, life- 
saving tool. Indeed, although the location and identity 
information is generally perceived as private information, 
the public policy behind the E911 regulations favors dis- 
closing such private information in hopes of administering 
the aid a caller needs in an emergency. However, outside of 
emergencies, most wireless device users view their location 
and identity information as intimately private, and express 
strong reservations against involuntary and automatic dis- 
closures of such information. 

For users of wireless network devices, concerns over 
privacy are well founded, especially when considering the 
increasing convergence of wireless communication net- 
works with global computer networks. Wireless networks 
are now routinely in communication with the global com- 
puter network, providing network asers with expanded 
services such as Internet access through their wireless hand- 
held devices. Through this same link, wireless network 
providers can provide third partie.s such as advertising web 
sites, with the identity and location information that the 
network provider is (or will be) required to monitor. (As 
used herein, third party refers to a participant in a transmis- 
sion other than the wireless handheld device and the wireless 
network with which the device communicates.) 
Consequently, third parties would be able to identify a 
network user and track that user's every movement. 
Although these third parties may claim that such information 
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merely enables them to profile customers and to present 
more individualized products or services, a significant por- 
tion of network users would agree that such practices are a 
clear invasion of privacy, ripe for abuse. 

5 FIG. 1 illustrates a typical system architecture linking a 
wireless network 110 to a global computer network 112. As 
shown, wireless network 110 is in communication with a 
plurality of web sites 114 through global computer network 
112, and is in wireless communication with a plurality of 

10 wireless handheld devices 116. Common examples of wire- 
less handheld devices include cellular telephones, cellular 
telephones with text messaging capabilities, personal digital 
assistants (PDAs) such as the Palm Pilot VII™, and inter- 
active text pagers. To comply with E911 standards, wireless 

15 network 112 is also in communication with a PSAP 118.. 
When a wireless handheld device is in operation, wireless 
network 110 tracks the location and identity of the device. 
ITie plurality of wireless handheld devices 116 provide 
wireless network 110 wath their identities, typically as 
MINs. For tracking location, the system could have indi- 
vidual location systems 120 in the wireless handheld devices 
112, a network-based location system 122 within wireless 
network 110, or could use a combination of both systems 
120 and 122. As an example, a typical network-based 
location system would be a system that calculates triangu- 
lation across cell sites or cell sectors. A typical example of 
a suitable individual location system would be a GPS. 

In the future, because wireless network 110 will already 
be monitoring the locations and identities of the wireless 
handheld devices 112 for emergency purposes, network 
service providers will presumably attempt to capitalize on 
the mandated service by providing the locations and iden- 
tities to web sites 114. Among other possible applications, 

25 web sites 114 will use the valuable information to direct 
targeted advertisements to the handheld devices 112. For 
example, web sites 114 may wish to locate wireless hand- 
held devices near a retail store, and send those devices an 
advertisement encouraging the network users to visit the 
store. Although the wireless network provider and web site 
may view this exchange of location information as a legiti- 
mate business use, many network users would object. 

Thus, in a wireless network that tracks the locations and 
identities of network handheld devices, the wireless network 

45 controls to whom the information is provided, and the 
recipient of that information ultimately controls how the 
information is used. As such, network users will understand- 
ably question their level of privacy. 

SUMMARY OF THE INVENTION 

50 

The present invention is a location blocking service for 
use in wireless networks that track the locations and iden- 
tities of network users, such as networks complying with the 
E911 standards. The location blocking service provides a 

55 network user with the ability to prevent the location of her 
wireless handheld device from being disclosed to parties 
other than the wireless network provider and PSAPs. As 
such, the network user retains control of her privacy, decid- 
ing when and to whom location information will be for- 

60 warded. 

In wireless networks that track the locations and identities 
of network users, the location information originates from 
either a wireless handheld device (e.g., GPS) or the wireless 
network (e.g., a network-based location system such as 
65 triangulation). Therefore, in the preferred embodiment of the 
present invention, the network user blocks the forwarding of 
location information in one of two ways: 1) by signaling to 
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the wireless handheld device, if the location information each transmission, or responding to prompts before each 
originates from the wireless handheld device, or 2) by transmission. For individual transmissions, a user would opt 
signaling to the network, if the location information origi- for location blocking through the user interface before 
nates from the wireless handheld device or the network. A completing the transmission. For example, in sending a text 
signal to the wireless handheld device directs the device not 5 page, a user would precede the transmission with a request 
to forward the location information to the network. A signal foj- location blocking through the user interface. For block- 
to the network directs the network not to forward outside of j location for specific types of transmissions, the user 
the network location information received from ^^^^ through the user interface recipients who 
handheld device. In each case, the direction provides that ^^^^ receive location information. As an example, 
location information must never be sent, regardless of any ^^^^ ^ ^^^^^^^ ^^^^ ^^^^^^^ ^^^^^ ^^^^ 
requests for location information from external sources, ^^^^ j^^^^-^^ ^^^^ ^^^^ necessarily 
such as web sites in communication with the wireless ^^^^ ^^^^-^^ ^^^^ information as well. For 
network through the global computer network. ^^^^^^^ ^^^^^^^ transmissions, the user would enter 

The primary components of the present invention include ^ one-time command instructing the location block device 

a user mterface and at least one location block processor. ,5 processor or location block network processor to never 

According to the preferred embodiment of the present for^^rd location information, 

invention, the primary components include a user interface Ar.i. riL.-.ri 

J , Li I J • • J • 4U A further preierred embodiment of the present invention 

and a location block device processor provisioned in the jli iji • • r * , 

wireless handheld device, and a location block network "^^^f °u 'nf°™''l'°° ^'^^^ necessary, for 

. . ^. . , ^ 1 T-u example, if the user dials 911. 

processor provisioned m the wireless network. The user 20 

interface accepts user commands to send the signals to the ^ ^^^ther preferred embodiment of the present invention 

device or network, for example, by the user's own initiative provides the wireless network location blocking service 

or by the user's responding to prompLs from the user irresijective of related services, such as an anonymous 

interface. For example, the user interface could be a series location service that provides requesters with the number of 

of menus asking the user to activate or de-activate location devices in a particular location, but not with the identities of 

blocking. those devices. 

The location block device processor is in communication I" addition to blocking location, an alternate preferred 

with the user interface and a handheld location system in the embodiment of the present invention enables a network user 

wireless handheld device. In response to a signal from the to block her identity 

user interface requiring the blocking of location information, 30 Accordingly, it is an object of the present invention to 

the location block device processor removes location infor- provide wireless network users with the abihty to block their 

mation from transmissions from the handheld device to the location information on wireless networks that track location 

wireless network. Although described herein as separate and identity information. 

components, one of ordinary skill in the art would under- Another object of the present invention is to prevent third 

stand that the user interface and location block device 35 parties from learning the location of a wireless network 

processor could be a single component of a wireless hand- device operating on a wireless network that tracks location 

held device. As used herein, transmission refers the sending and identity information 

of wireless signals carrying information (e.g. text data. ^^^^^^^ ^^ject of the present invention is to protect the 

vojce data, graphica data, and video data) to a destination. ^^^^^-^^ information of wireless network users while still 

-nie location block network processor is in communica- 40 providing such information to authorized personnel in emer- 

tion with the user interface and the network-based location gency situations 

system. Based on commands received from the user , , , . r , . . 

interface, the location block network processor removes , These /"^ other objects of the present mvenUon are 

location information from transmissions before they are ^^escnbed in greater det^aU m the detailed descnption of the 

forwarded outside of the network, such as to other wireless 45 "'^ "PP^"''^'' drawmgs, and the attached claims, 

network handheld devices or to the global computer net- DESCRIFTION OF THE DRAWINGS 
work. For example, if the location information originates 

from a handheld location system in the wireless handheld FIG. 1 is a schematic diagram of a prior art wireless 

device, the location block network processor could remove network that tracks the locations and identities of network 

the location information from the transmission and substi- 50 users. 

tute dummy information. As used herein, dummy informa- piG. 2a is a schematic diagram of the system architecture 

tion means any message that disguises location, for example, that provides the location blocking service according to a 

"unavailable" or no message at all. If the location informa- preferred embodiment of the present invention, 

tion originates from a network-based location system, the T^m ■ « u * *i- • *l. *u j * c 

^ u\ ^ . ^ ij J • 2^? IS a flowchart outhning the method steps of a 

location block network processor could cither de-activate 55 r j .r.u 

. 1 u J 1 * . . • " J preferred embodiment of the present invention, 

the network-based location system or substitute dummy , . 

information for the location information received from the ^ ^ schematic diagram of an alternate preferred 

network-based location system embodiment of the present invention in which a location 

According to the preferred embodiment of the present ^"'^'^"'^ provisioned in the wireless network, 

invention, a user can block location information for indi- 60 DETAILED DESCRIPTION OF THE 

vidual transmissions, for specified types of transmissions, or INVENTION 
for all transmissions. Tliese various location blocking 

options could be set up as an initial profile that could be The present invention is a location blocking service for 

modified directly by the user through the user interface, or use in wireless networks that track the locations and iden- 

could be modified by the network at the request of the user. 65 tities of network users. The location blocking service pro- 

The user could select the options, for example, by cstab- vides a wireless network user with the ability to prevent the 

lishing default preferences, by entering commands before location of her wireless handheld device from being dis- 
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closed to parties other than the wireless network provider processors 204 and 206. User interface 202 prompts the user 

and PSAPs. The present invention contemplates future of handheld device 200 to enter commands initiating or 

enhanced digital cellular networks, in which network users suspending location blocking. Examples of suitable user 

will use digital cellular handheld devices to access data from interfaces include menu selections, key sequences such as 
a global computer network, and in which digital cellular 5 "*82", and graphical user interfaces (provided that the 

network providers will track the identity and location of hardware and memory of device 200 support such 

each network user. applications). In accordance with the user's command, user 

n e ' * nr^ • c j u j- . c .1. interface 202 alters the way in which the location block 

Refernng to HC la, m a preferred embodiment of the ^cessors 204 and 206 operate. User interface 202 recog- 
present invention, the pnmary components mclude a user f,^^ ^^ere location information originates, and corn- 
interface 202 a location block device processor 204, and a lo ^^^-^^^^^ appropriate location blocking processor, 
location block network processor 206. User interface 202 That is, if handheld location system 220 provides the loca- 
and location block device processor 204 are provisioned in lion information, user interface 202 directs either of the 
wireless handheld device 200 and are in communication location block processors 204 and 206 to withhold the 
with each other. Location block network processor 206 is location information. Correspondingly, if network-based 
provisioned in a wireless network 210. Although FIG. 2a 15 location system 222 provides the location information, user 
shows one device 200 in communication with wireless interface 202 directs location block network processor 206 
network 210, one of ordinary skill in the art would appre- to withhold the location information, 
ciale that, in the context of an entire network, wireless Location block device processor 204 and location block 
network 210 would be in communication with a plurality of network processor 206 are applications that receive and 
handheld devices, and location block network processor 206 20 execute commands from user interface 202. Primarily, loca- 
would be in communication with a plurality of user inter- lion block device processors 204 and 206 remove location 
faces. information. For example, processors 204 and 206 can 

To provide location information, the present invention ^^^^^^ ^ system and substitute dummy information 

further includes at least one of a handheld location system '^.^^'""l information and substitute dummy 

220 provisioned in wireless handheld device 200 and a Substituting durnmy information cou d com- 

, , , , I , . . , . . , pnse substitutmg no information at all. To block location 

ne work-b(^d location system 222 provisioned m weless information, location block device processor 204 either 

network 210. U^cation block device processor 204 is in disables handheld location system 220 or substitutes dummy 

communication with handheld location system 220. Loca- information for the location information that system 220 

tion block network processor 206 is in communication with provides. Location block network processor 206 removes 

network-based location system 222. To provide a user with location information from transmissions before they are 

expanded services such as Internet access, the present inven- forwarded outside of wireless network 210, such as to web 

tion further includes web sites 214 in communication with sites 214 through global computer network 212. If the 

wireless network 210 and location block network processor location information originates from handheld location sys- 

206 through global computer network 212. tem 220, location block network processor 206 removes the 

Wireless handheld device 200 operates over wireless location information from the transmission and substiUites 

network 210 and provides means by which to exchange text dummy information. If the location information originates 

data, Famihar examples include interactive pagers and eel- from network-based location system 222, location block 

lular telephones with text messaging capabiUties. Preferably, network processor 206 either disables network-based loca- 

device 200 is a thin client compatible with Wireless Access tion system 222 or substitutes dummy information for the 

Protocol (WAP), which has thin browsers adapted to com- location information received from network-based location 

municate with location block nelwork processor 206 and to system 222. 

access global computer network 212. Global computer net- As one of ordinary skill in the art would understand, 

work 212 is preferably the Internet. Web sites 214, which are location block network processor 206 could be a separate 

also preferably compatible with WAP, communicate with component of wireless network 210, or could be a part of a 

device 200 through global computer network 212 and wire- proxy server that acts as an intermediary between a plurality 

less network 210. of handheld devices and global computer network 212 to 

WAP is an application environment and set of communi- provide routing selection (i.e., what transport bearer is to be 

cation protocols for wireless devices designed to enable used), access control, addressing, protocol conversion (i.e., 

manufacturer-, vendor-, and technology-independent access WML text to WML binary), caching, and transport interface 

to the Internet and advanced telephony services. WAP pro- between wireless and wired networks (e.g., WAP stack to 

vidcs wireless Internet access through all digital cellular traditional IP stack, HTTP/TCP/IP). Preferably, the proxy 

networks, giving network users a menu driven method for server would be associated with or part of a gateway server 

downloading information, such as flight schedules and bank that separates the wireless network from the Internet. The 
account balances, to wireless devices from the Internet. 55 proxy server could also be associated with a firewall server 

Handheld location system 220 and network-based loca- that protects the wireless network from intrusion via the 

tion system 222 provide the location of wireless handheld global computer network. 

device 200. Depending on the desired degree of accuracy. Based on the system architecture shown in FIG. 2a, the 
one or both of the location systems can be used to determine present invention provides location blocking services by 
a device's location. The preferred embodiment of handheld go several exemplary methods, depending on which location 
location system 220 is a GPS provisioned in wireless system provides the location information: 
handheld device 200, The preferred embodiment of 1) If both handheld location system 220 and network- 
network-based location system 222 is a WAP location ser- based location system 222 provide location informa- 
tive, tion: user interface 202 directs location block network 

User interface 202 is an application that operates on 65 processor 206 not to forward location information, 

wireless handheld device 200 and enables communication 2) If only handheld location system 220 provides location 

between the user of device 200 and the location block information: user interface 202 directs cither location 
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block device processor 204 or location block network 
processor 206 not to forward the location information, 
3) If only network-based location system 222 provides the 
location inforniation: user interface 202 directs location 
block network processor 206 not to forward the loca- 5 
tion information. 
FIG. 26 is a flowchart outlining the method steps of a 
preferred embodiment of the present invention. While the 
system operation described herein and illustrated in the 
diagrams and flowcharts contains many specific details, lo 
these specific details should not be construed as limitations 
on the scope of the invention, but rather as an example of 
preferred embodiments thereof. As would be apparent to one 
of ordinary skill in the art, many other variations on the 
system operation are possible, including differently grouped 15 
and ordered method steps. Accordingly, the scope of the 
invention should be determined not by the embodiments 
illustrated, but by the appended claims and their equivalents. 

Referring to FIGS. 2a and 2h, in step 250, a user prepares 
a transmission for sending from wireless handheld device 20 
200 to a third party (e.g., web sites 214) through wireless 
network 210 and global computer network 212. 

In step 252, the user specifies that the location information 
of wireless handheld device 200 be withheld from the 
transmission. The user enters this command through user 25 
interface 202, for example, as a single command to be 
applied to the transmission or as a universal command to be 
applied to all transmissions, perhaps as part of the user's 
profile. 

Once the user has requested location blocking, the method 30 
of present invention varies depending on which location 
system provides the location information. As shown in step 
254, when both handheld location system 220 and network- 
based location system 222 provide the location information 
(step 254fl), location block network processor 206 removes 35 
the location information (step 2546). When only handheld 
location system 220 provides the location information (step 
254c), either location block device processor 204 or location 
block network processor 206 remove the location informa- 
tion (step 254^/). When only network-based location system 40 
222 provides the location information (step 254e), location 
block network processor 206 removes the location informa- 
tion (step 254/). 

Finally, once the location information has been removed, 
in step 256 location block network processor 206 forwards 45 
the transmission to the third party (e.g., web sites 214). The 
third party receives the transmission but does not receive the 
location of wireless handheld device 200. 

According to the preferred embodiment of the present 
invention, user interface 202 provides several options for 50 
blocking location information. For example, user interface 
202 can prompt a user to block location information before 
each transmission, or can prompt the user to block location 
information for all transmissions. For blocking information 
on all transmissions, the user accesses user interface 202 55 
only once to activate the blocking service, and does not need 
to revisit user interface 202 unless the user wants to cancel 
the location blocking. For individual transmissions, the user 
must specify each time through user interface 202 whether 
location information should be forwarded. 60 

As another option, user interface 202 can also enable the 
user to establish a user profile, to be stored preferably in 
location block device processor 204 or location block net- 
work processor 206, as appropriate for the active location 
system. Processors 204 or 206 preferably include a database 65 
to store the profiles. The profile specifies conditions under 
which location information is blocked. These conditions can 



include such parameters as the recipient of the transmission, 
the time of day, and the location of the user (i.e., if the user 
never wants to be caught in a particular location, she can 
specify that that location never be forwarded). User interface 
202 allows the user to establish, edit, enable, and disable the 
profile. When the profile is enabled, the location block 
processor responsible for blocking the location information 
(processor 204 or 206) evaluates the transmission lo see if it 
meets the profile parameters, and if so, removes the location 
information. Thus, for example, if a user has specified that 
recipients other than his employer do not receive location 
information, location block processor 204 or 206 reads each 
data transmission to ascertain the recipient, compares the 
recipient to the names of the user's employers in the profile, 
and withholds the location information if the recipient's 
name does not match those names (of the employers) listed 
in the profile. 

FIG. 3 illustrates an alternate preferred embodiment of the 
present invention in which a location block network user 
interface 300 is provisioned in wireless network 210, in 
communication with location block network processor 206. 
Location block network user interface 300 provides an 
alternate means of initialing or suspending location blocking 
and for altering user profiles. Unlike user interface 202, 
which operates on device 200, location block network user 
interface 300 operates within wireless network 210. For 
example, a suitable location block network user interface 
300 coidd be an interactive voice response (IVR) system. A 
network user would call the IVR system, listen to the menu 
choices, and use her touch-tone telephone to activate or 
de-activate location blocking. As another example, location 
block network user interface 300 could be a web-enabled 
graphical user interface accessible by a network user 
through global computer network 212. In this manner, a user 
would access the web page of the graphical user interface 
and change the parameters to effect the desired location 
blocking service. This web accessible interface would be 
especially beneficial for users who prefer to establish loca- 
tion blocking for certain recipients only, because such a 
service would require a considerable amount of detailed 
input by the user. 

According lo an alternate preferred embodiment of the 
present invention, location block processors 204 and 206 are 
programmed to override blocked location information when 
necessary. For example, even if the user has chosen to block 
location information for all transmissions, location block 
processors 204 and 206 automatically reactivate the location 
service if the user dials 911 so that a PSAP receives the 
critical location information. 

In another alternate preferred embodiment, the present 
invention provides the wireless network location blocking 
service irrespective of related services, such as an anony- 
mous location service that provides requesters with the 
number of devices in a particular location, but not with the 
identities of those devices. Thus, for example, a user who is 
skeptical that an anonymous location service is truly 
anonymous, may direct the handheld device or network to 
withhold the location information as well as the identity 
information. 

In another alternate preferred embodiment, the present 
invention enables a network user to block her identity, in 
addition lo location information. This added feature would 
operate similar to conventional systems such as "Caller ID 
Block", but would be supplemented by the advantages of 
also withholding location information. 

The foregoing disclosure of embodiments of the present 
invention has been presented for purposes of illustration and 
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description. It is not intended to be exhaustive or to limit the 
invention to the precise forms disclosed. Many variations 
and modifications of the embodiments described herein will 
be obvious to one of ordinary skill in the art in light of the 
above disclosure. The scope of the invention is to be defined 5 
only by the claims appended hereto, and by their equiva- 
lents. 
What is claimed is: 

1. A wireless handheld device for use in a wireless 
network comprising: lo 

a location system that provides location information of the 
wireless handheld device; 

a user interface that prompts a user to prevent inclusion of 
the location information in transmissions generated by 
the wireless handheld device; and 

a location block processor in communication with the 
location system and the user interface, 

wherein the location block processor receives directions 
from the user interface to prevent inclusion of the 20 
location information from the transmissions and dis- 
ables the location system. 

2. The wireless handheld device of claim 1, wherein the 
location system is a global positioning system. 

3. llie wireless handheld device of claim 1, wherein the 25 
location block processor overrides the directions to disable 
the location system when the transmissions are directed to a 
public safety answering point. 

4. A wireless network comprising: 

a pliu^alily of wireless handheld devices; 



a location system that provides location information on 
the plurality of wireless handheld devices; 

a user interface that prompts users to enter commands to 
remove location information from transmissions gen- 
erated by the plurality of wireless handheld devices; 
and 

a location block processor in communication with the 
plurality of wireless handheld devices, the location 
system, and the user interface, wherein, in response to 
the commands, the location block processor disables 
the location system. 

5. The wireless network of claim 4, wherein the location 
system is a wireless access protocol location service. 

6. The wireless network of claim 4, wherein the location 
system is global positioning systems provisioned on the 
pluraUty of wireless handheld devices. 

7. The wireless network of claim 4, wherein the user 
interface is a menu system provided on the plurality of 
wireless handheld devices. 

8. The wireless network of claim 4, wherein the user 
interface is an interactive voice response system provisioned 
in the wireless network. 

9. ITie wireless network of claim 4, wherein the location 
block processor overrides the commands to remove the 
location information when the transmissions are directed to 
a public safety answering point. 
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